KAK T'APAHTPOBATbHL CBOKO
BE3OINACHOCTb B CETW

C/I0>KHOE C/10BO, MPOoCThble npaBuia

Knéepb6esonacHocTb (KOMMbiOTeEpHass 6e€30MacHOCTb) - 3TO COBOKYMHOCTb MEeTO40B U
NMPaKTUK 3aWnTbl OT aTaK 3/7T0YMbILLI/TEHHUKOB A1 KOMMbOTEPOB, CEPBEPOB, MOOGUIbHbIX
YCTPOWCTB, 3/IEKTPOHHbIX CUCTEM, CeTe U faHHbIX.

Baw ywudpoBoii cnep xopowo BugeH! O Kadkgom nosnb3oBartesie MIHTepHeTa
e>xeaHeBHO cobupaeTca N XpaHUTCA OrpoMHoOe KOoJin4yecTtBo MHopmaunn. B
OCHOBHOM ee cobumpalroT coumasibHble ceTu N mecceH>Kepsbl. [lenaeTtca aT1o gnsa
TOro, YTo6bI KakK MO>XHO TOYHEEe MAEHTUMPUUMNPOBaTb KadKAOro nosib3oBartesns
N NnokKasblBaTb eMy Hambosiee akTyas/ilbHylO pekamy. Uem TouHee peksiama
nonagaeTt B UHTEpPEeCbl U yBJ/IeHYeHUA rosib3oBarend, TemMm O60/iblie LaHCOoB,
UTO OH noagacTcs Ha Hee, KynuT ToBap winm npuobpeteTt ycnyry. OgHako
BCA 3Ta UHGopmMauma ModKeT nonactb B PyKM K MOWweHHuMKam. [1o gaHHbIM
BLINOM, 5726 nonyyaroT 3BOHKU OT Tesie(PpOHHbIX MOLLUEHHUNKOB, 1926 nony4varoTt
OT HUX coobLWEeHNA, a 9% POCCUSAH MOTeEPS/IN AEHBLIM B pe3y/ibTarte AencTtBum
MOLLUEHHUNKOB.

KnroueBou BOMPOC: Kak o6ecneunTts KM6ep6e30nacHOCTb?



BHMMaHNne!

MOLUIEeHHUKN MOTYT UCMO Jfib30BaTb Bally AaHHble cCaMbIMU Pa3HbIMU cloco6amMu:
e [poaaTtTb UX APYTMM MOLIEHHUKAaM;

e BTepeTbcs BAoBepue M UCMo/b30BaTh A/ BbIMOraTenbCcTBa [eHer;

e lVcnonb3oBaTb A5 LAHTaXa;

e lcnonb3oBaTb A4 Tpas/n.

[MTone3Hble coBeTbl

1 CnepgwuTe 3arasiodykamu (paspeweHnsamMn), Kotopblie ctaBuTe (gaéTte caiTam u npuioxeHmam). MiHorga
KHOMKa «OK», MOABMBLIAACA Ha 39KpaHe, O3HayaeT MOJHbIM A0CTYN K Bawemy MUKPOMGOHY, Kamepe
nnn TenedoHHON KHure. Takum >Xe 06pasom, Bbl MOXXeTe HEeOCTOPOXXHO OOpMUTb MNOAMNWUCKY Ha
HEHY>XHYIO BaM yCnyry nam ycTaHOBUTb HEHY)XXHble, a MHOr4a 1 onacHble NporpaMMbl Ha KOMMbIOTEP.
Byaobte 6auTeNbHbI!

2. CrapaliTecb He Nosib30oBaTbCA GecnjiaTHbIMU cepBuUcamMu. BoNbWKWHCTBO 6ecniaTHbIX CEPBUCOB
U NpUIoXeHui, BK/OUYas MecceHaXepbl U VPN-naarvHbl, MOryT MNpeaocTaBfisiTb CBOU YCAyru
Ha 6ecnnaTtHoli ocHoBe. Ecnn nporpamma pocTynHa 6ecnnaTtHo, criefgyeT 3aAyMaTbCsi, YEM Xe
3apabaTbiBaldT ee pa3paboTyMKu. Kak npaBuio - 3TO MNepcoHasibHble AaHHble Mofb30BaTenei
nporpaMmbl, KOTOpble OHa €XeAHEBHO 3anucbiBaeT U nepegaeT paspaboTumkam. Te e, B CBOIO
ouyepenb, NpoAalT UX CTOPOHHUM OpraHuM3almnsamM.

3. TMomMHuTe, 4To BCce Bawu nNy6nMkauum B VIHTEpPHETE He TONIbKO MNYG/IMYHBbI, HO U XPaHSATCSH BEYUHO.
MomHKTe! Nllo6asi NPUBATHOCTb MOXET GbIThb HAapyLleHa, Ny6/InKaLumMm MOryT cTaTb AOCTYIMHbI B c/lyyae
yTEUKMN.

4. He ny6nukyiitTe U He OoTnpaBfsiiTe MaTepuasibl MHTUMHOIO XapakTtepa. /llo6as MHpopmauus,
KOTOpPY Bbl BblkjagbiBaeTe B VIHTEpHeT, MOXeT cTaTb MOBOAOM [/ LWaHTaxa, fnpoBokauuu, a
B GyAylleM MOXeT fJaXe MNpuHecTu npo6reMbl B Kapbepe. MaTepumanbl MHTUMHOTO XapakTtepa,
Jake B nepennckax, He yaanswTcs M3 VIHTepHeTa M MOryT 6biTb MCMO/Ib30BaHbl MNPEeCcTyNHUKaMu
AN U3TOTOB/MIEHUsSI MOpHOrpadduueckux MaTepuasioB C Lefbio nocreayluwell npojaxu um
hanbcudpurkayum Komnpomarta. Hnkorga He oTnpaBnsiiTe poTo 1 BUAEO MHTUMHOTO Xapakrepa gaxe
caMmbiM GNIM3KUM NOASIM, MOCKOJbKY BCerga cyu,ecTByeT BEPOSTHOCTb YTEUKM MHpopMaunm us-sa
HEOCTOPOXHOCTU, B3/IOMA MOYThI UM aKKayHTa.

5. Ha He3HaKOMble caiThbl nydule gake He 3axoauTb. HekoTopble cainTbl CMNOCOGHbLI CaAMOCTOATE/TbHO
ycTaHaB/IMBaTb BPEeAOHOCHbIE NporpamMmmMmbl U BUPYCbl. [NA 3TOro gaxe He HY>XHO HUYero ckaymsartb,
AOCTATO4YHO NMpPOCTO 3aliTn Ha caiTt. To XXe OTHOCUTCA K NUcbMaMm u COO6LLI,eHl/IF|M, KOTOpble npuxoaar
N3 HE3IHAKOMbIX NCTOYHUMNKOB.

6. HeHapge>kHble U COMHUTESIbHbIE NMUCbMa /1y4ylle He OTKpbIBaTb UYX TeM 60siee HeNnb3s ckadmBaTb
dhalinbl, Nnpvwegwne oT HEM3BECTHOrNo oTNpaBnTesns B NUCbMax UM MecceHg)Xepax. 3TO OTHOCUTCA
faXe K TeKcToBbiM ¢haiinam. Hanpumep, daninbl dopmata .pdf, B KOTOpoM pacnpocTpaHsaeTcs
60/IbWINHCTBO [AOKYMEHTOB, BMOJ/IHE CMOCOGHbLI pacnpocTpaHATb BUPYCbl Cpean cKavaBLunX
nosnb3oBartenei.

JINyHbIN Npumep

He ny6nukyiTte B couceTsax JIMWHIOK UHpopMayno o cebe. ABGCOMIOTHO BCA
MHdopmMmauus, BKIOYas Bawm OTo, agpeca, yB/lIeUeHUs, MMeHa AOMalUuHUX
>XMBOTHbIX M MHOroe pgpyroe, MoryT ObITb UCMOJ/Ib30BaHbl MOLUEHHUKaMM
AN YyCTaHOB/MEHUSA JIMYHOCTU, cOo3gaHunsa nogpoObHOM KapTMHbI O Bac, KakK O
nosnb3oBartene, n nogbopa NePCoHasIbHbIX MOLLUEHHUYECKNX CXEM.
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